KeyesMail — SSL Application Instructions

How to create an SSL Application

____Step 01

____Step 02

The following instructions can be used to create an SSL Application Identifier
for KeyesMail. If you would like KeyesMail to use SSL (Secure Sockets Layer)
or TLS (Transport Layer Security) to make a secure connection with your mail
servers, an SSL Application Identifier will be required.

The following installation procedure will require that you have enough authority
to be able to start the HTTP Administration Server and to use the DCM (Digital
Certificate Manager) to create a Certificate Store and an SSL Application
Identifier.

Start the HTTP Administration Server

If the HTTP Administration Server is not already active, you will have to start it,
as follows:

Enter: STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

Sign On to the Administration Server
You will use a web browser to access the HTTP Administration Server.
1. Start a web browser.

2. Set your browser to access - HTTP://your_ibm_i:2001/HTTPAdmin
(case-sensitive)

3. Sign on to the HTTP server as a Security Officer. A number of applications

should appear, as shown below:

),

IBM Web Administration for iSeries
Configure HTTP servers, application servers and deploy applications

= iSeries Navigator URL Advisor
4 Learn how to add O5/400 administration tasks into your web applications
o g
|

Ca

~ | Digital Certificate Manager
Create, distnibute, and manage Digital Certificates

IBM Directory Server for iSeries
Adminmister the IBM Directory Server

IBEM IPP Server for iSeries
Configure the IBM IPP Server

Cryvptographic Coprocessor
Configure the cryptographic coprocessor

iSeries Web-Based Help Server
Administer the 1Series Web-based help server




____Step 03

____Step 04
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Start the Digital Certificate Manager

If you do not see this icon on the AS/400 tasks page, you may have to use GO
LICPGM option 11 to install the OS/400 option 34 (Digital Certificate Manager)
and you must install one of the cryptographic access provider products on your
system before using the Digital Certificate Manager (DCM) functions.

Or, you may have to choose “Related Links” to find the Digital Certificate
Manager.

If everything has been installed, you should get to the following screen with a list
of tasks that you can perform on the left.

Digital Certificate Manager

Select a Cerificate Store
Expand All Collapse All

u Create Certificate

5769-NC1, 5769-NCE, 5769-851, 5722-881 (C) Copyright IBM Corporation 1997, 2003
All rights reserved.
US Government Users Restricted Rights -
Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM Corp.

m Install Local CA Certificate on Your s Licensed Materials - Property of IBM

L m Contains software from RSA Data Security, Inc.

P Manage User Certificates fencrvrrion encivef
P Manage CRL Locations

= Create New Certificate Store

Get Started

= Manage LDAP Location
= Manage PKIX Request Location
Return to iSeries Tasks

Secure Connection

Select or Create the *SYSTEM Certificate Store

The KeyesMail application will use the *SYSTEM Certificate Store. If it
already exists you may select it now. Otherwise, you must create the *SYSTEM
store.

1. Press the Select a Certificate Store task on the left side of the screen.

2. Select the *SYSTEM store. If you do not see it, you must create it.
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Select a Certificate Store
Select the certificate store that yvou want to open.

@ *SYSTEM

Other System Certificate Store

Continue lﬂl

3. If you do not see the *SYSTEM store, you must create it. To do this press
the Create New Certificate Store task on the left side of the screen.

Create New Certificate Store

Select a certificate store.

@ *SYSTEM
*0OBJECTSIGNING
*SIGNATUREVERIFICATION
Other System Certificate Store

Continue lﬂl

4. Select *SYSTEM and press Continue.

Create a Certificate in New Certificate Store
Certificate store: *SYSTEM

The new certificate store will contain the default list of Certificate Authority
(CA) certificates. Do you want to create a certificate in the certificate store?

Yes - Create a certificate in the certificate store.

@ No - Do not create a ceriificate in the certificate store.

Continue \M
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5. Press Continue. We do not need to create a certificate in the store.

Certificate Store Name and Password

Certificate store: *SYSTEM

You must enter a password for the new certificate store and enter the password
again to confirm it.

Certificate store password: | (required)
Confirm password: (required)

Continue \M

6. Enter a password for the store and confirm it, then press Continue. Please
note that passwords are case sensitive.

Certificate Store Created

The certificate store has been created.

File name: /QIBM/USERDATA/ICSS/CERT/SERVER
/DEFAULTKDB

Note: You must click on the Select a Certificate Store button in the left frame to

refresh the Digital Certificate Manager (DCM) to work with this new certificate
store.

[0k

7. Now you can use Select a Certificate Store to select the *“SYSTEM store.




KeyesMail — SSL Application Instructions

Certificate Store and Password

Enter the certificate store password.

Certificate type: Server or client

Certificate store: *SYSTEM

Certificate store path and /QIBM/USERDATA/ICSS/CERT/SERVER
filename: /DEFAULT.KDB

Certificate store password: |

Continue || Reset Password |\M/

8. Type the password for the store and press Continue.

Current Certificate Store

being refreshed to show the task list for this certificate store. Select a task from
the left frame to begin working with this cerfificate store.

Certificate tyvpe: Server or client

Certificate store: *SYSTEM

Certificate store path and /QIBM/USERDATA/ICSS/CERT/SERVER
filename: /DEFAULTKDB

You have selected to work with the certificate store listed below. The left frame 1s

When you create a *SYSTEM store, the DCM uses a fixed location in the IFS to

store the keys. They are located in the following objects:
/QIBM/UserData/ICSS/Cert/Server: Directory
DEFAULT.KDB: Digital certificate database file
DEFAULT.RDB: Certificate request file
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____Step 05 Create the KeyesMail Client Application

KeyesMail must have an application created for it in order to start an SSL
session.

1. Expand the Manage Applications task on the left side of the screen.

| Select a Certificate Store |

| ExpandAll | Collapse Al |

p Fast Path
® Create Certificate

® Create New Certificate Store

® Install Local CA Certificate on Your
PC

b MManage Certificates

whlanage Applications
= View application definition

m Update certificate assignment
® Diefine CA trust list

® Add application
= Eemove application

= Update application definition

m Validate application

b Manage Certificate Store

b Manage CEL Locations

m Manage LDAP Location

® MManage PETX Fegquest Location

Eeturn to 15eries Tasks

Secure Connection

2. Press the Add application task.
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Add Application

Select the type of application that you want to add.

Server - Add a server application

@ Client - Add a client application

Continue I I Cancel

3. Select Client and press Continue to create a client application. Different
versions of the operating system will have this data in different orders on the
screen. Leave all other questions to their default values (usually *PGM).
The Application ID must be entered exactly as shown. (case-sensitive)

Add Application
Application type: Client

Application ID: KEYESMAIL_CLIENT

‘Exit program information

|Exit program: *NOMNE

|Ex.it program library: ‘
|Th.readsafe: ‘ MNo -

|Mu1tith:eadedjob action: ‘ Use system value only -

‘Applicaticn user profile: *NONE

‘Deﬁne the CA trust list: ‘ O Yes @ No

‘Cert:iﬂcate revocation processing: ‘ @ Yes O No

Enter etther the application description message information or an application
description.

Application description message informarion

Message file: |

Message file library: |

‘Message ID: |

‘ -] ‘Application. description: |KeyesMaiICIienﬂ

[Add] [Cancel
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4. Fill out the Application ID and the Application description as shown
above and press Add to add the KeyesMail Client application. Leave all
other questions to their default values (usually *PGM).

Add Application

The application has been added.

(oK)
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5. Ifyou go back and select View Application Definition, you would see
something like the following (this screen is from V7R1).

View Application Definition

Application type: Client

Application ID: KEYESMAIL CLIENT
Application description: KeyesMail Client
Certificate Assigned: Norne assigned

|Exit program information

| [Exit program: [QsY_NoPGM
| [Exit program library:  |QSY_NOLIB
|_ ‘Threadsafet ‘No

-

|Application user profile: |*N01\'-E |

Multithreaded job action: ‘Run program and send message

|SSL protocols: |*PGM |

|SSL cipher specifications: |‘PGM |

|Extended renegotiation critical mode processing: ‘*PGM
|Special indicators: *NONE

|Def1_ne the CA trust list: |No
|Certificate Revocation List (CRL) checking: | Yes

|OCSP URL: [*PGM

|DCSP Authority Information Access (ATA) processing: |'PGM ‘

|SSL signature algorithms: ""PGM |

|App1ication description message information
|_|Message file:

|_|Message file library:

|_|Message 1D:

Cancel
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End of Adding an SSL Application

This concludes the process of adding the KeyesMail Client Application. If you
have not been able to complete these instructions, please contact Computer
Keyes for assistance. We would be happy to help you.

Computer Keyes

Technical Support

Toll free: (800) 356-0203 US & Canada Only
Voice: (425) 776-6443

Fax:  (425) 776-7210

E-mail: support@ckeyes.com
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